Distributed WPA PSK
security audit




Kpnntorpadckm oCHOBW:
Ha WPA/WPA?2 auth .

* HAMAa pa3/1MKa B Npoueca Ha oTopu3aumMa npun == :
WPA n WPA?2

* MacoBO ce M3MN013Ba NpeABapUTETHO
cnoaesieH KJitou

* 64 hexadecimal pa3paaa

 8-63 printable ASCIl cumBona (95)
PBKDF2(55|d passphrase)

--4(196 ntepaumn c HMAC-SHA1



Bb3MOXHW aTaKW

* Knacnyecknar bruteforce e HeedpekTMBeEH
* PeYHNKOBUW aTaKu

* Rainbow aTaku (time to memory tradeoff) —
NPpY HaJZINYMe Ha NpeaBaApPUTESTHO U3YUCIIEHN
Tabnnum 3a KoHKpeTHUA SSID

* [Ipob1emn c WPA-TKIP — MHXXeKTMpaHe Ha
: MaJsikn nakeTun (Hanpumep ARP),

¢ AEKPUNTUPAHE HA Lenna Tpadpunk Kbm

"1, KameHTa. 3aBmcn ot QoS(802.11e).



CpencTBa

* Sorbo o1 ekmnna Ha aircrack-ng paspaboTtBa
besside-ng B HayanoTo Ha 2010

* [To nogobue Ha wesside-ng, TOBa € CpeACcTBO
3@ aBTOMATU3MPAHO NpWiaraHe Ha No3HaTuTe
MeToAM 33 aTaka Ha wireless mpexu, HO
noaabp>Xa n WPA

* ONuUMATA -S 4aBa Bb3MOXHOCT Aa Ce U3MNpaLlaT
-‘puxBaHaTuTe 4-way handshakes kbM
_«»_0TAaJIe4eH CbPBbLP



wpa.darkircop.org

» CTaTyc Ha pa3paboTkarta — proof of concept ==
* [Ipnema captures ot besside-ng

* ObpaboTBa rim c wpaclean (apyro cpeactso oT
SVN Ha aircrack-ng)

* Bb3MOXXHOCT 33 pa3npejeneHa aTtaka C
aircrack-ng nocpepcrtsom bash ckpmnTa
: help_crack.sh



[Tpobiemu

* Han-pa3npoCTpaHEeHOTO CpeaCcTBO 33
npuxBallaHe Ha handshakes e aircrack-ng

* Mopabp>ka camo CPU cracking

* He nputexana stateful handshake parsing,
KOeTo BOAM A0 Ha/IMYMEeTO Ha MHOXEeCTBO
fFalse positives npu naeHTMPMLUMPAHETO HA

- BanmgeH handshake un false negative npw
‘aTakyBaHeTo Ha handshake-a



[MpoekTbT dwpa

* [1b/IHO NpeHanncBaHe Ha CbpBbPHATA YaCT HA == &
besside-ng c HanpaBeHn NoA06peHNA U

nob6aBeHn Bb3MOXXHOCTU

 KOMBbMHMPA Bb3MOXHOCTUTE HA MHOXXECTBO

NpoeKkTn B 061acTTa

 OTBOpEH Ko,

- http://sourceforge.net/projects/dwpa

¢ )XmBa nHctanaumus

“:. http://wpa-sec.stanev.org



dwpa aHanm3aTop

* N3npaTteHunTe packet captures npemMmnHaBaT

npes3 cepusa NpoBepKMU:

e wpaclean 3a M34YMCTBAHE HA HEHY)XXHUTE
NnakeTn — ocTaBAT ce eapool n egnH beacon

* tcpdump pa3gensa oTAe/IHUTE MPeXMU

* pyrit 0.4.1 analyze n3sbpLuBa stateful aHanms
: M rapaHTMpa BaaMAHOCTTa Ha handshake-a



dwpa K/to4oBe SaSENEEE ANEBEEEEE
» Ha noTpebutenunTe ce n3naBaT YHUKATHY TEn

KJIIO4YOBE, C KOUTO BMXXAAT pe3yITaTuTe 33
eANHCTBEHO n3npateHnTe oT TAX captures

Get key [}

Key is needed to see results for your uploaded handshakes. You may use one key with multiple uploads.
If you provide valid e-mail, results will be mailed when avaible {currently disabled). This is not a mandatory field.
When issued, the key will appear nest to search box and you can proceed with You can captures upload.

é

_Trpe the two words: [| = |
‘ o ‘ re CAPTCHA ™
| |! 1 u | stop e s

E-mail: |

| Get private key |




dwpa peyHnLK
» lonbAHEeHW 1 NoA0OPEHN PEUYHMLM C “at

nomouiTa Ha wlc [http://sec.stanev.org]

This is set of tools to help extraction and build of wordlists from hudge set of files.
Currently supports raw txt, html and Wikipedia xml.bz2 dump.

Extracted words are put in sqglite3 db with additional metadata.

Tested with python 2.7, depends on sglite3 module

version 0.2 6 Sep 2011 | README | CHANGELOG | Launchpad

wic 0.2.zip

Dictionary

Offensive Security

Rule
‘engines!

InsidePro
Wikipedia en
Wikipedia de
Wikipedia ru
Old gold
Wikipedia es
wp chit bg
Wikipedia fr

OpenWall
CoW

Slang
C-nets

Word count Hits
34239072

77809778
5927677
5430192
2574162
1560185
1530155
1318369
1295615
1148592
931005
510453
965

o o o o O



dwpa geolocation

* WiGLE.net cbabp>xa MHPopMaLMA 33
MeCTOHaxoXaeHneTo Ha 47 000 000 WIFI AP

BSSID S5ID WPA key Get works Timestamp

48:5b:39:db:b2:88 ASUS & 2011-11-03 08:44:31

Showing stations 1 through 1 of this query.

20110219
08:00:28

3008281470 |116.46535402 | 7 (20110828000213 M

Set | g.58:30-08:B2:A8
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dwpa help crack.py

* Python ckpunT, KONTO OpraHn3npa

n3TernaHeTo Ha packet captures v peyHnum

* U3non3Ba aircrack-ng, pyrit nam oclHashcat-
plus 33 n3nNbJ/IHEHME HA aTaKaTa

* Mpun ycnex nanpawa ob6paTtHo NHGopMauns
KbM CbpBbpa 3a oTKpnTHna PSK

¢t MHOronnaThoOpMeH  [isnimiminmn Se6

alex@osi:~/repo/dwpa/help_cracks ./help crack.py
help_crack, distributed WPA cracker, v0.4

Choose the tool for cracking:

u _ . ite: http://wpa-sec.st .org/
- ) Hﬂ a VI H O 6 H O Bﬂ Ba H e ﬁéweuersign o?pﬁeisfc?aize:ozrzg. Update?[y]:n

@: Jusrf/local/bin/pyrit

1: Jusr/bin/aircrack-ng
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Statistics

Total nets: 11302

Cracked nets: 1301

Success rate: 11.51 %

Last day getworks: 796

Last day performance: 9.98K/s

Contact: alex at stanev dot org



dwpa pa3suTume

* Bb3MOXHOCT 33 U3KJ1F0OYBAHEe Ha MpeXun OT

bas3aTa

* PaboTa c noBeye oT eAnH capture 3a paaeHa

Mpexa

* I3non3BaHe Ha cbbpaHaTa 6a3a 33
noaobpaBaHe Ha opensource cpeacTBaTa

¢ lobaBaAHe Ha HOBW crackers
e An?droid NpUIOXKeHne
"4 [oBeve:

http //svn code sF net/p/dwpa/code/doc/TODO



rlopl06pﬂBaHe Ha : EEEEEEEEEEEEEEEE
curypHocTtTa Ha WIFI AP-

* 3non3sante WPA2-AES

 HecTtaHpapTteH SSID 3a noTuckaHe Ha rainbow
aTaKWn

* 1'bnrn, HectaHaapTHM PSK, ny1aHMpaHa
NPpOMAHA Npe3 onpeaesieH MHTepBaJ OT
Bpeme

¢ EAP extensions npn WPA/WPAZ2-Enterprise —
OTOPM3aLUNSA CbC CEPTUPUKATU Ype3
d authorization server



http://sourceforge.net/projects/dwpa

Bbnpocn? Naoen!
http://wpa-sec.stanev.org
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